Abstract. We describe an algorithm, AGM-X0(N ), for point counting on elliptic curves of small characteristic p using p-adic lifts of their invariants associated to modular curves X0(N ). The algorithm generalizes the contruction of Satoh [10], SST [11], and Mestre [9] . We describe this method and give details of its implementation for characteristics 2, 3, 5, 7, and 13.
Introduction
Elliptic curve cryptosystems can be designed using the reduction of precomputed CM curves or using randomly selected curves over a finite field. In the former case, the curve can be assumed to be drawn from a prespecified list of curves having many endomorphisms, on which an adversary can perform precomputations or exploit the existence of endomorphisms of small degree. On the general randomly selected curve, the only endomorphisms of small degree are scalar multiplication by a small integer. Such curves are believed to have higher security, but to implement an elliptic curve cryptosystem using randomly generated curves, it is imperative to have an efficient algorithm to determine the number of points on arbitrary elliptic curves.
The first theoretically polynomial time algorithm for point counting was due to Schoof [13] . Atkin and Elkies (see [3] ) introduced the use of modular parametrizations of the torsion subgroups of elliptic curves to turn Schoof's algorithm into a practical one. Couveignes introduced an extension of this algorithm to curves over finite fields of small characteristic, and independently Lercier designed an efficient algorithm specific to characteristic 2.
In 1999, Satoh [10] introduced a novel idea of p-adically lifting the j-invariants of the cycle of curves which are related by the Frobenius isogeny (x, y) → (x p , y p ) over a finite field F q = F p m of small characteristic p. The j-invariants j 0 , j 1 , . . . , j m = j 0 can be lifted efficiently to a degree m extension of the p-adic field Q p even though to lift the j-invariants to an extension of Q would in general require an extension of degree O( √ q). The classical modular polynomial Φ p (X, Y ) provides the algebraic lifting condition. The unique p-adic lifts i are those for which the equations Φ p ( i , i+1 ) = 0 continue to hold. This was followed by the exposition of extensions to characteristic 2 in [4] and [11] . Subsequently, in 2001, Mestre [9] introduced the use of the arithmetic-geometric mean, or AGM, to obtain elementary convergent recursion relations for the invariants of the p-adic lift of an elliptic curve.
In this work, we introduce a family of algorithms AGM-X 0 (N ) given by convergent p-adic recursions for determining the p-adic lifts of Heegner points on modular curves X 0 (N ). Heegner points are special points on modular curves which correspond to exceptional elliptic curves with CM, and are invariants from which we can "read off" the data for the trace of Frobenius, determining its number of points over F q . Specifically, we describe how the univariate version of Mestre's method as described in Gaudry [5] and Satoh [12] relates to the AGM-X 0 (8), and present essentially new generalizations AGM-X 0 (2), AGM-X 0 (4), and AGM-X 0 (16) which apply to point counting on elliptic curves in characteristic 2. In general this method is applicable to point counting on elliptic curves of any small characteristic p, with complete details described here for characteristics 2, 3, 5, 7, and 13.
The present work creates a general framework for point counting on elliptic curves over fields of small characteristic. While the AGM point counting method for even characteristic fields had outpaced comparable algorithms for curves over fields of other small characteristics, as well as the SEA for prime fields, the present AGM-X 0 (N ) variants of the algorithm place all small characteristic base fields on an equal footing. Exploitation of the AGM for cryptographic constructions or any potential cryptanalytic attacks should therefore extend naturally to any small characteristic base field. The main elliptic curve standards admit only extensions of the binary field or large prime fields, but the omission of odd characteristic extension fields is not based on security considerations. Cryptographic standards for odd characteristic extension fields have been proposed [6] , in part to permit efficient software implementations of curves over medium-sized characteristic [1] . A generic framework for odd characteristic extension fields also applies to fields of small characteristic, and makes it imperative to advance the theory of applicable algorithms and cryptographic characteristics of elliptic curves over arbitrary finite fields.
Modular curves and parametrizations
A modular curve X 0 (N ) parametrizes elliptic curves together with some cyclic N -torsion subgroup. The simplest case is the modular curve X 0 (1) which classifies elliptic curves up to isomorphism via their j-invariants. Associated to any j other than 0 or 12 3 , we can write down a curve
with associated invariant j. The curve X 0 (1) is identified with the line of jvalues, each point corresponding to the class of curves with invariant j. The next simplest case is the curve X 0 (2), which is described by a function s 1 , and which classifies an elliptic curve together with a 2-torsion subgroup.
The j-invariant of this curve is j = (256s 1 + 1) 3 /s 1 and the 2-torsion subgroup is specified by P = (−1/4, 1/8). The quotient of the curve E 1 by this group gives a new curve
,
If we try to put the curve F 1 into the form
for some s 2 , then we necessarily have an equality of their j-invariants
which gives rise to an relation s
between the s-invariants on E 1 and E 2 , where we discard the trivial factor 4096s 1 s 2 − 1, determining the parametrized dual isogeny
For the former equation, the resulting composition φ 1 :
, which may only exist over a quadratic extension of the field generated by s 1 and s 2 , can be shown to induce the pullback φ *
, and where ω 1 and ω 2 are the invariant differentials dx/2y on the respective curves E 1 and E 2 . Since the reduction of the relation between the s-invariants of the curves E 1 and E 2 gives s 2 ≡ s 2 1 mod 2, and the kernel is defined by to be those points (x, y) for which 4x − 1 ≡ 0, we conclude that φ 1 defines a parametrized lift of the Frobenius isogeny.
The isogeny φ 1 can be extended similarly by an isogeny φ 2 ,
and the corresponding cycle of invariants s 1 , s 2 , . . . , s m , linked by a chain of isogeny relations, the product of the π i = π(s i , s i+1 ) determines the action of Frobenius on the space of differentials of E 1 and we can read off its trace, which determines the number of points on the curve. This is the basis of the algorithm of Satoh [10] using the j-invariant and the algorithm of Mestre [9] using modular parametrizations of elliptic curves by the curve X 0 (8). The above example provides the equations necessary to use the curve X 0 (2) in an analogous manner.
Modular correspondences
The equation
, derived in the previous section, is an example of a modular correspondence. The function s on X 0 (2) generates the function field, and the relation between s 1 and s 2 determines the image of the modular curve X 0 (4) in the product X 0 (2) × X 0 (2).
At a high level we extend this construction as follows. A point on a modular curve X 0 (N ) corresponds to the isomorphism class of a point (E, G), where E is an elliptic curve and G is a subgroup isomorphic to Z/N Z. For any such pair (E, G) we may associate the quotient curve F = E/G together with the quotient isogeny φ : E → F . Conversely, to any isogeny φ : E → F with cyclic kernel of order N , we can associate the pair (E, ker(φ)). We say that a map of curves
where E 1 = E and G 1 is the unique subgroup of index p in G, and where E 2 = E/H and G 2 = G/H, where H is the unique subgroup of order p. Since the composition
recovers the pair (E, G), one considers the point (E 2 , G 2 ) as an extension of the degree N isogeny φ 1 :
to the isogeny of degree pN determined by (E, G). When the curve X 0 (N ) has genus zero, there exists a single function x which generates its function field, and the correspondence can be expressed as a binary equation Φ(x, y) = 0 in X 0 (N ) × X 0 (N ) cutting out X 0 (pN ) inside of the product. At a more basic level, the construction is determined as follows. Let x = x(q) be a suitable modular function generating the function field of a genus zero curve X 0 (N ), represented as a power series. Then y = x(q p ) is a modular function on X 0 (pN ), and an algebraic relation Φ(x, y) = 0 determines an oriented modular correspondence as above. The application of modular correspondences to the lifting problem for elliptic curves is based on the following theorem. 
Then the x i form a Galois conjugacy class of invariants of CM curves.
The above theorem describes the relation between cycles of points on modular curves and CM curves. A sequence of points satisfying the conditions of the theorem are examples of Heegner points on X 0 (N ). After an initial precomputation to determine the equations as presented in this article, it is sufficient to dispense with the elliptic curves and compute only with their modular invariants. The defining functions and relations for the family determine the particular algorithm AGM-X 0 (N ) to be used for p-adic lifting. Each is denoted according to the modular curve X 0 (N ) on which we lift points. In each instance we have an initial condition of the form x 1 ≡ 1/j mod p and a recursion for computing the function x i+1 in terms of x i , which arises from the correspondence X 0 (2N ) → X 0 (N ) × X 0 (N ) given by the equations Φ(x i , x i+1 ) = 0 as below.
The relations between the above functions are given by the identities
Each function can be expressed in terms of the classical modular functions from which their relations were derived. Families of p-adic liftings exist for odd characteristic, and in particular, when the genus of X 0 (N ) is zero 1 we obtain a simple relation for the correspondence X 0 (pN ) → X 0 (N ) × X 0 (N ). For instance, if p = 3 and N is 3 or 9 we give the correspondences defining algorithms AGM-X 0 (3) and AGM-X 0 (9) below. The relations between these functions and the j-invariant is given by the equations:
Power series developments
Each of the selected functions are p-adically convergent away from the supersingular point j 1 = 0 mod p when p = 2 or 3. The equations of the form Φ(x i , x i+1 ) = 0 allow us to find a general solution for x i+1 as a power series in x i . We note that for all functions given above, j −1 1 is an initial approximation to the p-adic value of x 1 .
Similarly the first few classes of algorithms on X 0 (3 n ) give rise to the following p-adic analytic recursions.
The above power series give explicit convergent series for the action of the Frobenius automorphism on ordinary CM points on the modular curves X 0 (p n ) for those particular values of p and n. The power product representations have the property that all but finitely many terms equal one to any fixed precision p i . Note that the iteration x i → x i+1 is of the form x i+1 = x p i f (x i ) for some power series f (x i ) in x i , and that the p-th powering gains relative precision. Thus in the initial phase we iterate the initial terms of the power product representation mod p i to lift an approximation to the CM point as described in Table 1 .
Action of Verschiebung
In order to apply the Heegner point constructions to the determination of the trace of Frobenius, we need to pullback of Frobenius between the differentials of parametrized curves specified by a modular correspondence. In Table 2 below we give the value of this scalar action of Verschiebung, the dual to Frobenius, in the left hand column. Using the identity N(x 1 ) = N(x 2 ) for any Galois conjugates Table 1 . HeegnerPointAnalyticLift
Input:
The modular polynomial Φ(x, y); the precomputed product decomposition for the analytic power series Set x1 to be any p-adic lift of x0.
x 1 and x 2 , we are able to simplify the expressions by eliminating terms whose norm reduces to 1. In the final column we indicate with a 1 or 2 whether the expression is for the Verschiebung itself, or its square. In the latter case, we must extract a square root in the course of computing the norm. 
Algorithm and performance
In order to construct the initial lifting of a finite field element to a p-adic element with precision w, we make use of the power series for x i+1 in terms of x i as described in Table 1 . Since the power series is approximated mod p by the congruence x i+1 ≡ x p i mod p, each application of this p-adic analytic function gains one coefficient of precision.
The analytic method, using a precomputed power product representation of the Hensel lifting of the power series appears to be more efficient than a naive linear Hensel lifting to compute the canonical lift to a precision of one 32-bit computer word. This is in part explained by the observation that a significant number of steps of the f i (x)'s are in fact equal to 1, and so can be omitted from the product. Finally, we note that this product expression structures the Hensel lifting to use only multiplications.
The second phase of the lifting mirrors Algorithm 1 of SST [11] , expressed here in terms of the Frobenius automorphism σ rather than its inverse. The algorithm of SST refers to the classical modular polynomial Φ p (j 1 , j 2 ) relating the j-invariants of two p-isogenous curves, but in fact applies in great generality 2 to find p-adic solutions to a bivariate polynomial Φ(x, y) for which
Here we apply it to our modular correspondences Φ(x, y) on the curves X 0 (N ). We define Φ X (x, y) and Φ Y (x, y) be the derivatives with respect to the first and second variable, respectively, of the modular correspondence. The algorithm is given in Table 3 . Output: A lift of x such that (x, x σ ) is a zero to precision p mw .
The final step is to make use of the precomputed form of the action Frobenius on the differentials for an elliptic curve parametrization by X 0 (N ). This action will be a rational function π 1 = π(x 1 ) in the value x 1 of the lifted point. The Frobenius endomorphism is the product of the Galois conjugate Frobenius isogenies, so the norm N(π 1 ) of this value gives the action of the Frobenius endomorphism on the differentials. Since the minimal polynomial X 2 − tX + q for this element it congruent to X(X − t) modulo q, we see that N(π 1 ) mod q ≡ 0
Appendix of equations of higher level
In this appendix we give the equations for the modular correspondences and action of Verschiebung necessary to implement the AGM-X 0 (N ) for N = 5, 25, 7, and 13. The modular correspondences on X 0 (5), X 0 (25), X 0 (7), and X 0 (13) with respect to a degree one function on the curve are as follows. 
